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Digital attacks: network operators to receive training for 
Emergencies 
 
innogy and CyberGym to jointly deliver cyber security trainings in innogy’s training centre in Frankfurt 
am Main. 
Training courses for energy companies, municipalities and Security authorities. 
 
Essen, 16 May 2018 
 
innogy SE and CyberGym Europe came to an agreement today in Essen, Germany to jointly deliver cyber 
security trainings in innogy’s training centre which will be set up in Frankfurt am Main. The facility is 
scheduled to be launched during the course of the year. At the training centre, employees of energy 
supply companies will learn how to identify and defend against attacks on the sensitive energy 
infrastructure. In addition to training employees of the innogy Group, the centre will also be open to 
other network operators, municipalities and security authorities. For the first time, innogy and 
CyberGym offer unique trainings, fully customized in accordance to each organization’s specific needs 
and threats. 
 
Cyber-attacks are probably the fastest-growing threat faced by companies today. According to the Cyber 
Security Strategy of the German Federal Ministry of the Interior, the level of risk is characterised by 
increasing complexity of technology and ever-changing threats. As operators of critical infrastructure, 
energy suppliers face particular challenges in this regard. Should attacks on power plants or electricity 
grids actually succeed, this could lead to serious consequences for both. Cyber-attacks on energy supply 
networks could thus bring many areas of public and private life to a standstill. For this reason, cyber 
security has become an important item on the agenda of energy suppliers worldwide. 
 
CyberGym is one of the leading Israeli suppliers of Cyber Security training courses for critical 
infrastructure; innogy is the largest operator of energy networks in Germany. Hildegard Müller, Chief 
Operating Officer Grid & Infrastructure at innogy SE is happy about the collaboration of the two 
companies: “With Cyber Range-E, innogy will be offering a state-of-the-art training academy to identify 
threats in a timely manner, test the appropriate protective and defence measures and practise how to 
react in the case of a serious cyber-attack. We are thus making an important contribution towards the 
security of critical energy infrastructure.” 
 
For Florian Haacke, Head of Group Security at innogy SE, the training centre is important in order to be 
able to efficiently defend against digital attacks on energy networks “The number of attacks is growing 
all the time. And the complexity of the incidents is increasing. The active training environment will 
enable us to emulate complex cyber-attacks and thus train employees of energy companies and security 
authorities by using real-life scenarios.” 
 
Martin Uher, CEO of CyberGym Europe: “The human factor is still the weakest link in defense. 
Organizations must realize that not only IT professionals are responsible for the security of a company's 
data, and prepare themselves by intensive trainings. we have unique expertise that we can pass on to 
company technologists worldwide. This collaboration with innogy is another step in fulfilling CyberGym’s 
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vision in establishing a global network for cyber-defense trainings that will serve critical infrastructures 
globally“. 
 
The training curriculum is in line with the recommendations of the EU Commission’s Network and 
Information Security Directive (NIS). Once they have completed the course curriculum, participants will 
meet the requirements of the IT security catalogue of the German Federal Network Agency in 
accordance with §11 (1a) of the Energy Industry Act. 
 
Please direct enquiries to: 
innogy SE  
Dr Thomas Breuer 
Press Spokesman 
T +49 201 1215251 
M +49 151 28724975 
thomas.breuer@innogy.com 
 
About innogy SE 
innogy SE is a leading German energy company, with revenue of around €43 billion (2017), more than 
42,000 employees and activities in 16 countries across Europe. With its three business segments 
Renewables, Grid & Infrastructure and Retail, innogy addresses the requirements of a modern, 
decarbonised, decentralised and digital energy world. Its activities focus on its more than 22 million 
customers, and on offering them innovative and sustainable products and services which enable them 
to use energy more efficiently and improve their quality of life. The key markets are Germany, the 
United Kingdom, the Netherlands and Belgium, as well as several countries in Central Eastern and South 
Eastern Europe, especially the Czech Republic, Hungary and Poland. In renewable power generation, the 
company is also active in other regions, e.g. Spain, Italy and the USA, with a total capacity of 3.9 
gigawatts. As a leader of innovation in future-oriented fields like eMobility, we are represented in the 
international hot-spots of the technology industry such as Silicon Valley, Tel Aviv and Berlin. We 
combine the extensive expertise of our energy technicians and engineers with digital technology 
partners, from start-ups to major corporates. 
 
About CyberGym 
CyberGym is a global leader of cybersecurity state-of-the-art defense solutions that assist critical and 
sensitive, Infrastructure and utilities organizations to protect against diverse cyber threats. We’ve 
developed an unmatched training and technologies arena, and we offer a wide range of complementary 
bespoke services led by our in-house elite security experts. 


